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1
Decision/action requested

Add the text to sections 11 of the study item on 256 bit keys （TR 33.841）
2
References

3
Rationale
For section 11:

· The new 256-bit algorithms refer to as authentication, ciphering, integrity protection algorithms and key derivation function (KDF). These algorithms should meet basic requirements for 5G. 
4
Detailed proposal
*************** Start of Change 1 ****************
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*************** Start of Change 2 ****************
3.2
Abbreviations

SDU    Serving Data Unit

cpb      clock cycle per byte 
*************** End of Change 2 ****************
*************** Start of Change 3 ****************
11
Study the desired performance aspects for the new 256-bit algorithms

Editor's Note: This section will study the desired performance aspects for the new 256-bit algorithms taking into account software and hardware aspects.

11.1 Overview 
11.1.1 Algorithms
The new 256-bit algorithms refer to as authentication, ciphering, integrity protection algorithms and key derivation function (KDF). These algorithms should meet basic requirements for 5G. 

Currently, TUAK and MILENAGE are standard frameworks for authentication, but to accommodate 256bit keys, MILENAGE might need to be enhanced, as noted in section 10.1.1. AES/SNOW/ZUC-based algorithms specified for 5G enhanced to support 256 bits would be potential ciphering and integrity protection algorithms for 5G Rel-16 that support 256-bit algorithms. SHA-256 is used as KDF.
11.1.2 
Peak Data Rates 
An essential requirement for the new 256-bit algorithms are their ability to achieve the peak data rates of the radio access network they are protecting. If not, the ciphering algorithms may become a latency and/or throughput bottleneck. The minimum requirement for downlink peak data rates in 5G/IMT-2020 is 20 Gbps [33]. The 256-bit algorithms should be able to achieve such peak rates both when implemented in hardware and when implemented in software on commodity CPUs. However, all previous 128-bit algorithms standardized for 3G and 4G have been used also in later generations. The 256-bit algorithms should therefore not only be able to achieve the peak data rates of 20 Gbps in 5G/IMT-2020, but preferable also the peak data rates of future generations of mobile networks.

11.1.3 
Latency

One of the requirements of 5G/IMT-2020 [32] is ultra-low latency communication with only 1 ms end-to-end latency. To achieve this, it is important that the 256-bit algorithms have as low latency as possible. As the traffic is typically encrypted and decrypted several times, the latency of the 256-bit algorithms will be added several times to the end-to-end latency. 
11.1.4 Performance evaluation methods

The new 256bit algorithms should be evaluated comparing with the in-use algorithms.

For example, as ciphering and integrity protection functions are implemented in hardware, which would lead to a long design period at a higher cost, further evaluations should be carried out: (1) compared with 128-NEA and 128-NIA, (2) on both software (e.g., compiled by C/C++) and hardware (e.g., FPGA) implementations. As with the help of some special purpose crypto accelerators, 128-NEA and 128-NIA are able to meet current 5G requirements. It can be deduced that the 256-bit algorithms, with crypto accelerators, would also meet the current 5G requirements as well as future 5G requirements, if the comparison results (key stream rate and MAC tag generation delay) are similar in terms of magnitude or with acceptable gap. 

Such performance evaluations should be launched before/as soon as the security evaluation starts.
11.2 Authentication Algorithm
Authentication algorithm is implemented in a SIM/eSIM at UE side and UDM on the network side. The basic function for a SIM/eSIM/UDM is to generate an authentication vector from the long-term key, RAND and TOPC. 
AUSF would calculate HXRES and verify RES* received from SEAF.
11.2.1 Performance Requirements
As described in [34], in the MILENAGE framework, the functions f1—f5, f1* and f5* shall be designed so that they can be implemented on an IC card equipped with a 8-bit microprocessor running at 3 MHz with 8 kbyte ROM and 300byte RAM and produce AK, XMAC-A, RES, CK and IK in less than 500 ms execution time. 
11.2.2 Desired Performance
Before truncation, the total output of MILENAGE is 128bit x 5 / 8 = 80 byte, i.e., 160 bps (byte per second). If the algorithm is implemented serially, at most 18750cpb (clock cycles per byte) is available for the algorithm on a 3MHz processor.
In [35], ETSI defined Class A/B/C UICC operating conditions, where the terminal shall support 1 MHz to 5 MHz. For low cost IoT equipment to meet the 500ms target, if a 1MHz clock is implemented in the UE, the algorithms must consume no more than 6250cpb. 
For TUAK, the output is truncated from the 1600-bit block, i.e., 200bps. Thus at most 7500cpb is available (for a 3MHz SIM. 
eSIM/eUICC has much stronger calculation capability, e.g., in [36], GSMA specified 3 level of eSIM, the Medium eUICC shall be compliant with:
· Memory size available when no Profiles are installed (EEPROM): 384kB
· Processor >= 25MHz  
· Crypto processor >= 100MHz
Contactless eUICCs SHALL be compliant with at least the following features:
· Memory size available when no Profiles are installed (EEPROM): 1024kB 

· Processor >= 25MHz 

· Crypto processor >= 100MHz

From above, it can be found that the algorithms should consume no more than 6250cpb (on a 1MHz SIM) or 18750cpb (on a 3 MHz SIM) for MILENAGE framework, if the same number of AES output bits is needed.  If the required number of AES output bits is higher, to produce some 256-bit outputs instead of 128-bit outputs, then the maximum number of cycles per byte will be proportionately lower.  The corresponding limit is 7500cpb for TUAK (for a 3MHz SIM). In addition, a much lower latency can be achieved by using eSIM/eUICC.
11.3 Ciphering Algorithm  
Ciphering Algorithm is used to for confidentiality protection of both control plane and user plane traffic between UE and the network. The ciphering rate is related to initialization latency and key stream generation rate.
11.3.1 Performance Requirements

As required, the 3GPP system must support peak data rates of tens of Gbps and experienced data rates of up to 1 Gbps for residential users. Specifically, the 3GPP system should be able to support user experienced broadcast data rate up to [300Mbps], and the 3GPP system shall support residential deployment with a latency of [10 ms].
For URLLC scenarios, e.g., between UEs supporting V2X application (Fully automated driving) the latency should be no larger than 3ms with an achievable rate 30Mbps, and between UE supporting V2X application and RSU latency 20ms, rate 50Mbps.
For mIoT scenarios, when the device is in indirect 3GPP connection mode, both the IoT devices and 3GPP system should support the real time services including real time voice (e.g., at least 24.4Kbps) and/or real time video (e.g., at least 1Mbps), and non-real time services (e.g., at least 1Mbps).
11.3.2 Desired Performance

As implementation of a gNB is usually less cost-sensitive than that of a UE, e.g., a smartphone, the performance should be studied considering the capability of a terminal.
The performance of the chipset in use can be found on website, e.g., A11 (2390MHz) , A10  (2340MHz), Snapdragon 845  (2800MHz) and Kirin 970 (2360MHz, high performance). On current trends, it can be inferred that the frequency would reach up to 2500MHz to 3000MHz by 2020. 
The key stream generation rate should meet the requirement of the traffic, thus the ciphering rate (key stream generation) should be 2500MHz/1Gbps x 8 = 20cpb, or 2500MHz / 300Mbps x 8 = 66.67cpb. 
On the other hand, a 1Gb file might be partitioned into 1G/8/9000 = 13888.89 SDUs and then encrypted, i.e., UE has to finish a single SDU encrypting within 1/13888.89 = 72us (180,000 clock cycles in a 2500MHz chipset) on average. For an experienced data rate, i.e., 300Mbps, the latency would be 240us, i.e., 600,000 clock cycles (in 2500MHz chipset).

For a URLLC UE, assuming a 128B SDU is used to transmit the signalling, thus 30M/128/8 = 30,000 SDUs should be encrypted within 1 second. The implemented algorithm should be able to encrypt/decrypt within 33.4 us (83500 clock cycle), and the ciphering rate is 83500/128= 652cpb.
Note that the latency, 72/240us and 33.4us would not cause serious performance degradation for eMBB and URLLC in terms of system latency, respectively.

For an IoT terminal, e.g., STM32F051x4 containing an ARM® 32-bit Cortex®-M0 CPU, with frequency up to 48 MHz [37], the ciphering rate should at least be 48MHz / 1Mbps x 8 = 384 cpb. This indicates that for a very small date packet, e.g., 32B/128B per SDU, the ciphering rate should meet the requirement of 384 cpb.
From above, a requirement of at most 66.67cpb ciphering rate for large PDCP SDU and several hundreds cpb (e.g., 300cpb) ciphering rate for small PDCP SDU are desired for the ciphering algorithm. 
11.4 Integrity Protection Algorithm
Integrity protection algorithm is used for protection of control plane and optionally user plane traffic between UE and the network. 
11.4.1 Performance requirement

The desired traffic rate for integrity protection is the same as that in 11.3.1.  
11.4.2 Desired performance 

The hardware capability for eSIM/eUICC is the same as described in Clause 11.2.2 of the present document. The throughput of integrity protection should meet as high as 1Gpbs peak rate and 300Mbps experienced data rate, thus the processing rate should be 20cpb to 66.67cpb for AES-CMAC or HMAC. 

For a stream cipher based algorithm, to generate a MAC tag, it may first generate a key stream several bytes longer than plaintext, and then calculate the tag. Assuming the consumption of MAC calculation is X times of key stream generation, where X can be denoted as the latency factor, the key stream generation rate should be at most 20/(1+X) cpb to 66.67/(1+X) cpb. For example, if X=0.4, then the key stream generation rate should meet a requirement of 14.28cpb to 47.62cpb.
On the other hand, a 1Gb file might be partitioned into 1G/8/9000 = 13888.89 SDUs for transmitting, i.e., UE has to generate a MAC tag within 1/13888.89 = 72us on average. Thus, the integrity protection algorithm should be able to calculate a MAC tag within 72us x 2500MHz = 180,000 clock cycle in a 2500MHz chipset on average. For an experienced data rate, i.e., 300Mbps, the latency would be 240us, i.e., 600,000 clock cycle (in 2500MHz chipset).
For a URLLC UE, e.g., 30M/128/8 = 30,000 SDUs should be transmitted with MAC tag within 1 second. The implemented algorithm should be able to calculate MAC tag within 33.4 us (83500 clock cycle). 
Parallel computation might accelerate the processing rate.
Note that 72/240us and 33.4us latency would not cause serious system latency performance degradation for eMBB and URLLC, respectively. 
*************** End of Change 3 ****************
